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INTRODUCTION TO GIAD



G I A D ’ s  B a c k g r o u n d
I N T R O D U C T I O N

• Successful achievement of its objectives.
• Governance, risk management, and

control processes.
• Decision- making and oversight.
• Reputation and credibility with its

stakeholders.
• Ability to serve the public interest.

GIAD enhances TNB’s : 

Our Purpose
Strengthen TNB’s ability to create, protect, and
sustain value by providing Board Audit
Committee (BAC) and management with
independent, risk-based, and objective
assurance, advice, insight, and foresight.

Statement

Our Aspiration
To be a globally recognized and valued internal
audit service provider

Chief Internal 
Auditor

GIA TNB 

GIA’s Reporting Structure

GIA reports functionally to Board Audit Committee (BAC) and
administratively to the CEO of TNB.

BAC TNB
CEO TNB

Administratively

Functionally



O V E R V I E W  O F
Lines  of  Defense in  TNB

Legend

Functionally 
Reporting

Administratively 
Reporting

1st Line
of Defense

GIA TNB

Chief of Division

Divisions Subsidiaries

CMD HSE RMD

CEO TNB
TNB BAC

GENCO 
BARC

IA GENCO IA SESB

SESB
BAC

TNB BSRC

SESBTNB 
GENCO

2nd Line
of Defense

3rd Line
of Defense

*Legend: BAC – Board Audit Committee, BSRC – Board Sustainability & Risk Committee, BARC – Board Audit & Risk Committee, CMD – Compliance Management Dept., IA – Internal Audit



Ruhaidah Rasidi
Head of Section (Non-Technical)

Lizah Abd Wahab
Chief Internal AuditorShreeram Nadarajah

Head of Section (Technical)

Key Responsibility
Conduct audits and reviews based on
identified area particularly in
Procurement, Revenue Assurance,
Finance, Human Resource and other
support functions

Vacant
Head of Section 

(Strategic Management)
• Conduct training on internal controls and data analytics to internal staff

& audit client (upon request).
• Perform quality checks on IA activity and report issuance.
• Perform reviews on other compliance functions and sustainability

matters.

Conduct audits and reviews 
based on identified area 

particularly in Operation & 
Maintenance, ICT, Project 

Management and Engineering

O U R  L E A D E R S H I P
GIAD’s  Top Management

Key Responsibility

Key Responsibility
• Conduct annual and quarter audit planning.
• Prepare presentations for Board Audit Committee meetings.
• Assist audit team in conducting relevant analysis.
• Managing administration, human resource and finance

matters



CHIEF INTERNAL 
AUDITOR (CIA)

Lizah Abd Wahab
Head of Unit

(Data Analytics)

Azman Mohd Zaini

Head of Section
(Technical)

Shreeram Nadarajah

Head of Section
(Non-Technical)

Ruhaidah Rasidi

Head of Unit 
(O&M Non- Regulated)

Wan Norhaslina 
Wan Osman

Head of Unit (ICT) 

Faizul Amri 
Md Yusof

Head of Unit 
(O&M Regulated)

Ir. Ts. Mohd Hafiz
Zainuddin

Head of Unit 
(Project Management)

Nor Azniza
Abdull Aziz

Head of Unit 
(Engineering Services)

Rosmawati Ismail

Head of Unit 
(Procurement)

Head of Unit 
(Finance & HR)

Zaridasyah Zahudi

Head of Unit
(Subsidiary)

Aruna A/P Sivagnanam

Head of Unit 
(Corporate Services)

Mohd Aiman Kamarulzaman

Head of Unit
(Revenue Assurance)

Gunavathi A/P Kaliannan

Sharimala Devi A/P 
Gunasekarani

Head of  Unit
(Sustainability & Quality Assurance)Head of Section 

(Strategic Management)

Vacant
Head of Unit
(Advisory)

Premila Balachandran

O U R  G I A D  T E A M



Background

18 Accountants

22 Engineers

3 Finance Officers

2 Quantity Surveyors

2 Business

6 System Analysts

3 Support Staff

Gender

25

31

Male

Female

45%

S T A F F  D E M O G R A P H I C S
Background & Qual i f i cat ion

55%



O U R  S TAF F  A R E  C E R T I F I E D AM ON G ST  TH E  STA ND A R D S  /  F R A M E W OR K S  
W E  R E F E R  TO  

COSO Internal control Framework

GIAD’s staffs are encouraged to acquire any other
professional certifications related to audit or any relevant
career/industry

IT Internal Control Framework

R . A . C . I

3 5

12

113

4

3 1 3

Chartered 
Accountant

1

Global Internal Audit Standards (GIAS)



BAC MEMBERS

Juniwati
Rahmat Hussin

Ong Ai LinDato' Merina Abu Tahir
(Chairperson)

Dato’ Zulkifli
Bin Ibrahim



• Assurance on organisation’s compliance with
requirements set by regulators

• E.g.: TNB Captive Sdn. Bhd. (compliance with
AMLA), Corporate Governance Audit, etc.

• Normal operational audits covering planned audits and
surprise / ad-hoc audit

REGULATORY REVIEW

• Review existence of controls, strategic areas, or
other matters requested by Management/ BAC

• E.g.: IBR, Business Strategy and Performance,
review on new initiatives

DESIGN / STRATEGIC / SPECIAL REVIEW

• Training on internal control, governance and
risks for divisions/ subsidiaries

• Internal auditing training for subsidiaries
• Webinars/ knowledge sharing on subject

matters requested

TRAINING AND DEVELOPMENT

DATA ANALYTICS / CONTINUOUS AUDITING

(E.g.: Operation & Maintenance, Asset Management,
Revenue Assurance, Procurement, ICT Systems,
etc.

Provide reasonable assurance on the processes/ controls reviewed in the
areas covered and its compliance with relevant laws & regulations

A s s u r a n c e  O b j e c t i v e

• Advanced data analytics for auditing and
assisting clients

• Continuous auditing / monitoring to identify red
flags

Provide business enhancement and improvements in the areas covered

A d v i s o r y  O b j e c t i v e

• Preliminary assessment on new systems/ processes
Collaboration with process owners (E.g.: Policy, process
or system reviews, ABMS pre-certification reviews at
subsidiaries)

ADVISORY / FACILITATION / OTHER REVIEW

08

AUDIT

• Assurance of TNB’s Sustainability Statement

GIA SERVICE CATALOGUE



S u s t a i n a b i l i t y S t a t e m e n t / R e p o r t i n g A s s u r a n c e

• In line with Bursa Malaysia requirements on providing assurance on Sustainability Statement / Reporting, GIA has
been taken to task on this matter.

EXPANDED ROLE OF IA IN SUSTAINABILITY

o FY2022 – Review on Sustainability Reporting of TNB for FY2021

o FY2023 – Pre-assurance assessment on TNB’s Sustainability Reporting FY2022

(Performed by EY with GIAD staffs attached to the assignment.

o FY2024 – Assurance on Material Matters and Selected Indicators

o FY2025 – Assurance on Material Matters and All Indicators

o

• Current / Past Audit on
ESG/sustainability matter



HOW IS OUR PERFORMANCE MEASURED?

1 [RM] TNB PAT

Financial

9



WHAT REPORTS DO WE PRODUCE?
To  B A C  a n d  T N B ’ s  To p  M a n a g e m e n t

T o  B A C

To Top Management

Quarterly
GIAD’s Achievements1

State of Internal Control (SOIC)2

Revised AAP3

Audit Report – US/Critical Rating4

Annually

BAC Terms of Reference1

As and When

TNB Integrated Assurance Reporting (IAR)

1

Statement of Internal Audit Function (SIAF)

2

3

Quality Assurance Improvement Program
(QAIP)

4

Periodically
CIA KPI Reporting1

Board Audit Committee (BAC) Report5

IA Charter review8

Annual Operating Plan (AOP)

CA Status Reporting2

7

TNB’s Annual Audit Plan (AAP)

R e p o r t s  P r o d u c e d

Meeting Frequency

Other event / activities

Technical Visit by board member at selected 
TNB Premise i.e. plant, subsidiary 

1

Frequency of 
Meeting

CategoryNo.

4 times / quarterlyBAC for audit1

4 times / QuarterlyFinancial 
Review 

2

1 time / as and whenManagement 
papers

3

1 timeSpecial BAC 
(LTIP)

4

1 timeSpecial BAC 
(SESB)

5

• Meeting frequency and other BAC related
event/activity are as below:

Note: Meeting frequency tentatively set by COSEC and subject
to changes



STRATEGIC PLAN
G I A D S t r a t e g y f o r F Y 2 0 2 5 – F Y 2 0 2 9



G I A D  S t r a t e g y  F o r  F Y  2 0 2 5  - 2 0 2 9

GIAD STRATEGY FOR FINANCIAL YEAR (FY) 2025 -2029 AND 
ANNUAL OPERATING PLAN FOR FY 2025 

• Alignment with Global Internal Auditing Standards (GIAS) 2024

a. Developed in line with the GIAS 2024 to meet the expectations of:

i. Board Audit Committee (BAC) members

ii. TNB Senior Management

iii. Other key stakeholders

• Purpose of the strategy.

a. This strategy serves as a guide for GIAD to:

i. Fulfill its internal audit mandate.

ii. Deliver greater value with TNB’s overall objectives, including the Reimagining
Tenaga (RT) 2.0 framework and the company’s Net Zero Carbon Emissions by
2050 commitment.

• Strategic roles of IA

a. This strategy reflects the dynamic nature of internal audit

b. Highlight its pivotal role in:

i. Safeguarding business performance

ii. Optimizing operations

c. Ensures that the internal audit function evolves with:

i. Business changes

ii. Regulatory developments

iii. Technology advancement

B a c k g r o u n d

“The chief audit executive must develop
and implement a strategy for the internal
audit function that supports the strategic
objectives and success of the organization
and aligns with the expectations of the
board, senior management, and other key
stakeholders. An internal audit strategy is a
plan of action designed to achieve a
long-term or overall objective.

The internal audit strategy must include a
vision, strategic objectives, and
supporting initiatives for the internal
audit function. An internal audit strategy
helps guide the internal audit function
toward the fulfillment of the internal
audit mandate.

The chief audit executive must review the
internal audit strategy with the board and
senior management periodically.”

• The GIAD Strategy FY2025 – 2029 ensures that GIAD is not just an assurance provider, but also an active enabler of TNB’s long-term success. By focusing on the
strategic objectives of TNB, including the transition to a sustainable energy future, GIAD is committed to driving improvements that align with TNB’s goals.

• This alignment helps strengthen internal audit’s role as a Trusted Advisor, safeguarding and creating value across the organization.

G I A S  2 0 2 4

• GIAS 2024 stipulates the following:

1 / 12



G I A D  S t r a t e g y  F o r  F Y  2 0 2 5  - 2 0 2 9

GIAD STRATEGY FOR FINANCIAL YEAR (FY) 2025 -2029 AND 
ANNUAL OPERATING PLAN FOR FY 2025 

GIAD’s Strategy Planning Process

• The formulation of the 5-Year GIAD Strategy involves identifying the Critical Success Factors (CSFs) as the strategic objectives to enhance GIAD's ability to address both current and
emerging risks, stakeholders’ needs and developing specific initiatives.

• Steps taken in identifying the CSFs are illustrated as below:

Embracing GIAD’s Aspiration and Purpose 01

Environmental Scanning
a) Stakeholder Engagement

02
SWOT Analysis03

i. Interactions with Key Stakeholders
ii. Staff and Client Surveys conducted by

GIAD
b) Current and Emerging IA Trends

2 / 12



G I A D  S t r a t e g y  F o r  F Y  2 0 2 5  – 2 0 2 9

GIAD STRATEGY FOR FINANCIAL YEAR (FY) 2025 -2029 AND 
ANNUAL OPERATING PLAN FOR FY 2025 

GIAD Strategy Planning Process 

i. Interactions with Key Stakeholders

Environmental Scanning – Stakeholder Engagement

• In delivering its services, GIAD interacted with key stakeholders i.e. Board Audit Committee (BAC) members, to identify key focus areas. The concerns raised by the BAC are
exemplified as shown below:

Based on the interactions with BAC
members during BAC meetings, the
expectations are as follows:

 Equip staff with the right skillset

via training, development

programs, and other initiatives.

 Understand and embrace the

digital revolution as an enabler.

 Inclusion of sustainability agenda

as part of the annual audit

planning and IA strategy.

 Advocate and educate TNB

masses on the importance of

Governance, Risk, and

Compliance (GRC).

4 / 12



G I A D  S t r a t e g y  F o r  F Y  2 0 2 5  – 2 0 2 9

GIAD STRATEGY FOR FINANCIAL YEAR (FY) 2025 -2029 AND 
ANNUAL OPERATING PLAN FOR FY 2025 

GIAD Strategy Planning Process 

ii. Staff and Client Surveys

Environmental Scanning – Stakeholder Engagement

• A staff and client survey was conducted in August 2024, of which 54 GIAD staff and 95 clients representing
management responded to the survey. The results of the survey are as follows:

AreaNo.

Internal Audit Governance1

Internal Audit Staff2

Internal Audit Management3

Internal Audit Process4

Overall Average

Result (%)

FY2024FY2023FY2022

878988

838182

848684

838382

848584

The GIAD staff survey highlighted strengths, including:

• A diverse and experienced team with various skill sets and fostering an inclusive culture.

• Staff demonstrate professionalism, integrity, and competence, particularly in areas such as internal control & governance.

• Management values GIAD’s findings, leading to immediate action and continuous process improvements.

• Well-established audit processes, strong communication skills, a healthy work-life balance, & opportunities for growth
through a steep learning curve.

Clients acknowledged GIAD’s strength, including:

• Effective communication through collaborative discussions, clear auditee interactions, and timely reporting.

• Auditors were praised for their competence, industry knowledge, and detailed operational assessments, which provided
valuable insights and governance assurance.

• Professionalism, integrity, and objectivity were recognized as core attributes.

• The audit process adds value by identifying improvement opportunities and offering advisory services.

• Effective methods, data analytics, and well-defined audit scopes contribute to enhanced outcomes.

Result (%)

FY2024FY2023FY2022

929394

899091

929294

909092

919293

Staff Survey Client Survey

• Constructive feedback provided by GIAD staff and clients are as
follows:

 Enhance business acumen by understanding diverse
processes, co-sourcing with subsidiaries, and staying
updated on industry changes.

 Communication should involve higher-level staff for
root-cause discussions, avoid negative language, and
acknowledge positive auditee initiatives.

 Value-added services should offer practical,
sustainable advice and insights from benchmarking.

 GIAD should assign experienced auditors.

 GIAD should issue periodic newsletter.

 GIAD should focus on advisory/ consultancy
services.

 Expansion of data analytics to enhance
engagements.

 Increase staff development opportunities, such as
job attachments and rotations.

 Foster knowledge-sharing and participating in
interdepartmental events to strengthen relationships
and showcase GIAD’s expertise.

 Involvement in social matters to promote networking
and customer centricity.

 Build trust by ensuring there are no punishments or
repercussion when individuals seek for advice on
issues they are facing.

From Staff Survey

From Client Survey

5 / 12



G I A D  S t r a t e g y  F o r  F Y  2 0 2 5  – 2 0 2 9  

GIAD STRATEGY FOR FINANCIAL YEAR (FY) 2025 -2029 AND 
ANNUAL OPERATING PLAN FOR FY 2025 

GIAD Strategy Planning Process 

Environmental Scanning - Current and Emerging IA Trends

• GIAD also reviewed publications and literature from established consultants and
platforms such as KPMG, PwC, Protiviti, and Gartner. Some of the current and
emerging IA trends that would shape the IA strategy are listed below:

Focus AreasDescriptionTrendNo.

Embracing digital 
revolution and 

flexibility 

Growing reliance on AI, data analytics (D&A), and
robotic process automation (RPA) to improve audit
efficiency, accuracy, and effectiveness.

Technology Iand
Automation

1

Focus on sustainability 

Internal audit’s expanding role in assessing
environmental, social, and governance (ESG)
risks, including sustainability goals and supply
chain resilience.

Integration of
ESG Risks

2

Focus on 
sustainability

Internal audit focuses on assessing environmental
risks, ensuring compliance with sustainability
initiatives, and managing the carbon footprint.

Sustainability and 
Green Auditing

3

Embracing digital 
revolution

Internal audit’s growing focus on evaluating
cybersecurity frameworks and ensuring
compliance with data privacy laws.

Cybersecurity and 
Data Privacy

4

Focus on 
sustainability of the 
overall governance 
of the organization

The growing trend for internal audit to collaborate
with other assurance functions (e.g., compliance,
risk, finance) for integrated risk management.

Internal Audit 
Collaboration with 

Assurance 
Functions

5

Equip and uplift 
GIAD talents with 

right skillset

A focus on developing audit talent, particularly in
emerging areas like cybersecurity, data analytics,
and AI.

Talent 
Management and 

Upskilling
6

Equip and uplift 
GIAD talents with 

right skillset

Adoption of agile methodologies in internal
auditing to enhance flexibility and responsiveness
to changing business conditions.

Agile Audit 
Methodologies

7

SWOT Analysis

 Enhance staff skills to address competency and knowledge gaps.

 Increase interaction with stakeholders to foster better communication and
collaboration.

 Establish platforms and dashboards for seamless interaction with management.

 Enhance management understanding of governance, risk and controls to ensure
stronger alignment with organizational objectives.

 Increase the use of data analytics to support informed decision-making and improve
audit efficiency.

 Stay ahead of emerging technologies, regulatory changes, and associated risks
to maintain relevance and preparedness in a dynamic environment.

FOCUS AREAS BASED ON SWOT ANALYSIS 

7 / 12

• Based on the SWOT analysis conducted by GIAD, several focus areas have been identified to
strengthen its strategic initiatives. These focus areas are:

• These priorities are designed to leverage GIAD's strengths, mitigate its weaknesses, capitalize
on opportunities, and address potential threats effectively.



G I A D  S t r a t e g y  F o r  F Y  2 0 2 5  – 2 0 2 9  

GIAD STRATEGY FOR FINANCIAL YEAR (FY) 2025 -2029 AND 
ANNUAL OPERATING PLAN FOR FY 2025 

• The GIAD Strategy FY 2025 – 2029 is illustrated as below:

9 / 12



G I A D  S t r a t e g y  F o r  F Y  2 0 2 5  – 2 0 2 9  

GIAD STRATEGY FOR FINANCIAL YEAR (FY) 2025 -2029 AND 
ANNUAL OPERATING PLAN FOR FY 2025 

GIAD Strategy Roadmap FY 2025 - 2029

• A roadmap has been established to set benchmarks for innovation, trust, and sustainability within the internal audit function, as outlined below:

• Each year, GIAD will identify and implement a targeted Annual Operating Plan (AOP) to meet specific yearly objectives. These AOPs will be reviewed to ensure that GIAD remains agile and
aligned with the broader strategic goals of TNB, including its Reimagining Tenaga (RT) 2.0 framework and its commitment to achieving Net Zero Carbon Emissions by 2050. 10 / 12



A n n u a l  O p e r a t i n g  P l a n  ( A O P )  F Y 2 0 2 5

GIAD STRATEGY FOR FINANCIAL YEAR (FY) 2025 -2029 AND 
ANNUAL OPERATING PLAN FOR FY 2025 

• In FY 2025, GIAD will focus on the Elevation of Core Excellence, emphasizing the strengthening of foundational capabilities to position the function as a forward-thinking, value-adding partner.

• The objective for this year is to enhance operational excellence, build a digitally adaptive workforce, and embed sustainability into internal audit practices.

• The targeted initiatives under the four strategic objectives for FY 2025 will serve as a cornerstone for delivering deeper insights, fostering resilience, and establishing GIAD’s role as a Trusted
Advisor. The key initiatives to be implemented as part of the annual operating plan for FY 2025 are stated below:

11 / 12



ANNUAL AUDIT PLAN (AAP)



• Map risks covered in
previous 3 years audits,
identify new risk (from TRIS/
emerging risk) that need to
be covered.

Review and Update the AUDIT 
UNIVERSE

Prioritise projects
against available
resources and
budget

 To include business objectives,
strategies, and structure (inclusive
of all functions/processes/business
entities) within TNB Group.

 Update based on latest changes (if
any), including the audits performed
for the last 5 years.

Update Risk Universe/ Risk 
Analysis

Consult stakeholders Finalised Audit Plan

A B

C E F

Assessment

AAP

D

Establish Audit HOTSPOTS

Establish audit Hotspots for the year,
based on emerging risks/TNB’s
direction

i. Internal Sources : TNB’s Materiality
Matrix (IAR), TNB Risk Dashboard
(KRI)

ii. External Sources : Professional Body
i.e. Audit Firm / Consultant (e.g.
Gartner, The IIA, KPMG)

C

AAP Review 
(Quarterly)G

Revised 
AAP

H ow  d o e s  G IA  d e f i n e  a u d i ts  to  b e  p e r f o r m e d?



H o w  D o  W e  D e r i v e  Th e  H o t s p o t s ?

TNB’s Materiality 
Matrix (IAR)

Internal

E
xt

er
n

a
l

*Note: Info based on 1) Key Risk Indicator (KRI) Status Report from RMD, 2) TNB Integrated Annual Report (IAR) 2023

*Note: Info based on Audit Hotspot Review and Emerging Risk Study from the above entities.

TNB’s Internal Reporting

P
ro

fe
ss

io
na

lB
od

y
i.e

.
A

ud
it

F
ir

m
/C

o
ns

ul
ta

nt

1

I I A

Audit Hotspot / Focus Area & Emerging Risk 2024/2025

TNB Risk
Dashboard (KRI)

2

protivi t i

Successor 
Readiness

i. Responsible Business and
Financial Perf.

ii. Reliable Energy & Fair Tariff
iii. Energy Transition and

Innovation Cyber security Mgt.

i. Cybersecurity
Vulnerabilities

ii. IT Governance

Employee Wellbeing and Satisfaction

Talent Cyber threats

i. Data Privacy &
Governance

ii. Cybersecurity

i. Operational Resilience
ii. Profitability, inflation & liquidity

ESG

Environmental, Social & Governance (ESG)

Maximizing CAPEX

i. Employment Culture
ii. Community Dev. &

Human Rights

i. Carbon Emission
Intensity

ii. Loss Time Injury
Frequency (LITF)

i. Climate Change and Emission
ii. Environmental Mgt.
iii. Safety Health & Wellbeing

Sustainable & Responsible Supply Chain

Audit Hotspots (HS) for AAP FY2025

What Were The Considerations?

Organizational 
Resilience

Supply chain resiliency

i. Intrusion to TNB
critical system

ii. Data Leakage

Talent Management & Retention

i. Human capital
ii. Talent

Management

Cybersecurity & Data Security

i. Climate change
ii. Environmental Sustainability
iii. Health & Safety

i. Economic conditions
ii. Third-party risk

Supply chain, outsourcing

i. Business continuity
ii. Financial liquidity

Third-party 
relations &

supply chain

AUDIT HOTSPOTS



• Conducted to review existence, adequacy and effectiveness of control system.

• Involves transactions test.

• Audit Ratings will be given.

• Thematic & Non-Thematic audits

• Follow Up will be performed for operational audits.

1 Operat ional  

2

I nvest igat ion  3

Others  

Other Key Matter/Notes

• Conducted as and when requested by BAC/senior management.
• Follow Up is not required. However, depends on specific circumstances or engagements.

• Other reviews may relate to regulatory requirements/ company’s initiatives. Example:
LTIP Review, Regulatory Compliance Audit (RCA).

• Follow Up in not required. However, depends on specific circumstances or engagements.

Types 
of Review

weeks

Avera ge  L eng th  
per audit assignment

9 - 11
2

audit team per assignment

A v e r a g e  S i z e  
5 auditors

3

• Conducted to review any newly established process/ function/ project/ baseline review
or ‘strategic in nature’ to check the adequacy of governance, risk and controls.

• Limited/may not involve transactions test.

• Audit Ratings will not be given.

• Follow Up will not be performed for design/strategic review audits.

Design/ Strategic 

4

• the type of review may fall under one of the
categories above.

• If follow-up is instructed by the BAC/CIA,
their directives shall take precedence.

1

Ad-Hoc Request

TYP E S  O F  R E V I E W H o w  d o  w e  d i f f e r en t i a t e  t h e  t y p e s  o f  r e v i e w



JULJULJUL AUGAUGAUG SEPSEPSEP OCTOCTOCT111 222

T i m e l i n e  f o r  D e v e l o p i ng  G I A ’ s  A n n u a l  A u d i t  P l a n

Week 1-2
Update Audit Universe

1

Week 2-4
Update Risk Universe

2

333 444 555

3 Week 1-3
Identifying New Audits

4 Week 3
Syndication with GIA
Audit Units and
Management

5

NOVNOVNOV

8 Week 3/4
Submission to BAC

Week 2/3
Circulation to
Division

Week 2/3
Circulation to
HOUs

Week 1 to 3
Courtesy Visit to TNB Top
Senior Management /
Syndication with PwC / BAC
members

7

6

666 777 888 999 101010

9

10

Week 4
Engagement with CIA
and HOS

Week 4
Submit Proposed Audits to TNB
Management (e.g. CEO, TNB
Chiefs) for feedback

*Note: Identified audit areas will be prioritized based on the 1) Annual/ Regulatory Requirement, 2) BAC / Mgt. Concern, 3) Risk Ratings (High/ Significant) 4) Company’s Initiatives, 5) Audit History



TNB GIA DIGITISATION
U t i l i z a t i o n o f D a t a A n a l y t i c s



KEY TAKEAWAYS

1. Audit Planning & Risk Assessment

2. Digital Audit Workflow (using TM+)

3. Digital Knowledge Libraries

4. Data Analytics

5. Robotics Process Automation (RPA)

6. AI Applications

7. Compliance and Regulatory Monitoring



Au d i t  P l a n n i n g  &  R i s k  As s e s s m en t

Collect risk-related data from Risk Register

Data cleaning / pre-processing logics

Compare with previous years’ audit results

Generating comparison reports

Use the output for audit planning

Leveraging Python to reconcile risks in TRIS against risks coverage from previous audit.

Input: Risk register

Output

 Risk rating summary

 List of risk covered / not covered in previous audit

 Changes in risk rating

1



a. Document request prior to fieldwork

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2



b. Structured hierarchy for risk-based approach

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2



c. Electronic working paper (e.g. notesheet, evidences, etc)

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2



d. System-based sign-off

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2

Each person is required to ‘sign-off’ 
according to their role (preparer / reviewer)

Multiple review level can be set according 
to sequence



e. Request for management response with deadline

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2

Set response deadline

Email and link to the report will be 
automatically sent to specified user



f. Customer satisfaction survey

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2



g. Automated follow-up tracking

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2



h. Corrective action status update by audit client

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2



i. Automated notification for completed corrective action

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2

Auditor check and validate implementation Audit client receive automated notification on closure



j. Digital time-tracking

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2



k. Audit progress tracking by phases

D i g i t a l  A ud i t  Wo r k f l o w  ( u s i n g  TM + )2



Centralized and digital repositories to store, manage and share information among audit 
teams

D i g i t a l K n o w l ed ge  L i b r a r i e s3

Consolidation of audit program Standardized planning templates



Enhancing audit effectiveness through end-to-end data analytics

D a t a  A n a l y t i c s4

Data Analytics Tools

Key benefits

 Full population testing instead of sampling

 Automates some repetitive tasks like data

cleaning, filtering, and joining

ToolsMethodObjectiveScopeAudit Title

Excel• Lists of transferred/ terminated staff
and authorized system users were first
extracted.

• Comparison was then performed to
identify terminated/ transferred users
with inappropriate system access.

To review control
effectiveness in
managing user
access.

General IT 
Control

Audit on 
Procurement and 
Contract 
Management

Tableau• Lists of purchase order (PO) and
contract were first extracted from
ERMS.

• Comparison was then performed
against list of inactive/ blocked vendors
to detect purchase made from
unauthorized vendor.

To verify control
effectiveness in
managing inactive/
blocked vendors.

Procurement 
Management

Excel• Comparison was made between sales
order closed date against invoice
issuance date to detect untimely
issuance of invoice.

To check timeliness
in issuance of
invoice.

Revenue 
Management

Audit on 
Financial 
Management

IDEA• Aging results were generated from list
of closed work order to detect untimely
action taken in completing request.

To review
timeliness of action
taken on request
submitted in
Computerised
Maintenance
Management
System (CMMS).

Facility 
Maintenance 
Management

Audit on Rental 
Management and 
Integrated 
Facility



Automates data extraction, preparation and result generation

R o b o t i c s  P r o c e s s  A u to m a t i o n  ( R P A )5

Example use case: staff attendance analysis

To check and monitor staff on:

 Absent / insufficient working hour without justification
 Absent / on leave with overtime / claim paid

Microsoft Outlook

1. Send email with 
Excel file 
attachment

Microsoft Excel

1. Open application 
2. Paste results
3. Save file (with 

sequential naming)
4. Close application

Tableau Desktop

1. Open application
2. Copy results
3. Close application

Tableau Prep

1. Open application 
2. Login to relevant 

database
3. Execute data 

extraction
4. Close application 

Automation 
activities

** The entire pipeline is automated using Python



Leveraging TNB’s own virtual assistant (weKNOW) in audit

AI  Ap p l i c a t i o n6



Integrated regulatory tracking through centralise platform

C o m p l i a nc e  a n d  R e g u l a to r y  M o n i t o r i n g7



Thank You




